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Rationale

We need pupil, parent and employee personal data to run our schools successfully. We are trusted to look after this
essential information. In order to operate effectively, we may also collect and use information relating to the people
with whom we work, such as members of the public, contractors and suppliers. In addition, we may be required by law
to collect and use information in order to comply with the requirements of central government.

We are committed to ensuring that personal information is properly managed and that we ensure compliance with the
1998 Data Protection Act (DPA). We are committed to making every effort to meet our obligations under the DPA
legislation and will regularly review policies and procedures to ensure that we are doing so.

We recognise that each and every employee has a responsibility to comply with the appropriate data protection laws.
Our school and our employees should do everything within their power to ensure the safety and security of any
material of a personal or sensitive nature. It is the responsibility of all members of the school community to take care
when handling, using or transferring personal data so that it cannot be accessed by anyone who does not:

¢ have permission to access that data, and/or

e need to have access to that data.

Data breaches can have serious effects on individuals and/or the school concerned, can bring the school into
disrepute and may well result in disciplinary action, criminal prosecution and fines imposed by the Information
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Commissioners Office (ICO) for the school and the individuals involved. Particularly, all transfer of data is subject to
risk of loss or contamination.

Anyone who has access to personal data must know, understand and adhere to this policy, which brings together the
legal requirements contained in relevant data protection legislation and relevant regulations and guidance.

The DPA lays down a set of rules for processing of personal data (both structured manual records and digital records).
It provides individuals (data subjects) with rights of access and correction. The DPA requires organisations to comply
with eight data protection principles, which, among others require data controllers to be open about how the personal
data they collect is used:
e Data must be processed fairly and lawfully.
e Personal data shall be obtained only for one or more specific and lawful purposes.
o Personal data shall be adequate, relevant and not excessive in relation to the purpose(s) for which they are
processed.
e Personal data shall be accurate and where necessary kept up to date.
e Personal data processed for any purpose(s) shall not be kept for longer than is necessary for that purpose.
e Personal data shall be processed in accordance with the rights of data subjects under the 1998 Data
Protection Act.
e Appropriate technical and organisational measures shall be taken against unauthorised or unlawful
processing of personal data and against accidental loss or destruction of, or damage to, personal data.
e Personal data shall not be transferred to a country outside the EEA, unless that country or territory ensures an
adequate level of protection for the rights and freedoms of data subjects in relation to the processing of
personal data.

The DPA defines “Personal Data” as data which relates to a living individual who can be identified:
¢ from the data, or
o from the data and other information which is in the possession of, or is likely to come into the possession of,
the data controller,
¢ and includes any expression of opinion about the individual and any indication of the intentions of the data
controller or any other person in respect of the individual.

The DPA further defines “Sensitive Personal Data” as personal data consisting of information as to:
e the racial or ethnic origin of the data subject,
¢ the political opinions of the data subject,
o the data subject’s religious beliefs or other beliefs of a similar nature,
whether the data subject is a member of a trade union,
the physical or mental health or condition of the data subject,
the data subject’s sexual life,
the commission or alleged commission by the data subject of any offence, or
any proceedings for any offence committed or alleged to have been committed by the data subject, the
disposal of such proceedings or the sentence of any court in such proceedings.

Responsibilities
The Board of Governors have overall responsibility for compliance with the DPA.

The Head Teacher is responsible for ensuring compliance with the DPA and this policy within the day to
day activities of the school. The CEO is our designated Senior Information Risk Officer (SIRO) and is
responsible for ensuring that appropriate training is provided for all staff.

Staff need to be aware of their obligations relating to any personal data they process as part of their duties. Any
individual who knowingly or recklessly processes data for purposes other than those for which it is intended or makes
an unauthorised disclosure is liable to prosecution. Everyone has the responsibility of handling protected or sensitive
data in a safe and secure manner.

The school will identify Information Asset Owners (IAOs) for the various types of data being held (e.g. pupil
information, staff information, assessment data etc.). The IAOs will manage and address risks to the information and
will understand:

e what information is held, for how long and for what purpose,

¢ how information has been amended or added to over time, and

e who has access to protected data and why.
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The Board of Governors are required to comply fully with this policy in the event that they have access to personal
data, when engaged in their role as a Governor.

The school will hold the minimum personal data necessary to enable it to perform its function and
will not hold data for longer than necessary for the purposes it was collected for. Every effort will be made to ensure
that data held is accurate, up to date and that inaccuracies are corrected without unnecessary delay.

All personal data will be fairly obtained in accordance with the “Privacy Notice” and lawfully processed in accordance
with the “Conditions for Processing”.

Personal Data

The school and individuals will have access to a wide range of personal information and data. The data
may be held in a digital format or on paper records. Personal data is defined as any combination of data items that
¢ Identifies an individual and provides specific information about them, their families or circumstances. This will
include: Personal information about members of the school community — including pupils, members of staff
and parents/carers e.g. names, addresses, contact details, legal guardianship contact details, health records,
disciplinary records
e Curricular / academic data e.qg. class lists, pupil progress records, reports, references
o Professional records e.g. employment history, taxation and national insurance records, appraisal records and
references
e Any other information that might be disclosed by parents/carers or by other agencies working with families or
staff members.

Registration

Ultimate responsibility lies with the school. Therefore, the school is the legal entity responsible for the processing of
personal data and is the data controller subject to DPA registration obligations.

The school is registered as a data controller on the Data Protection Register held by the Information Commissioner’s
Office. The register can be checked online by visiting: https://ico.org.uk/esdwebpages/search.

Information to Parents / Carers — the “Privacy Notice”

In order to comply with the fair processing requirements of the DPA, our school will inform parents / carers of all pupils
of the data they collect, process and hold on the pupils, the purposes for which the data is held and the third parties
such as the Local Authority and Department for Education to whom it may be passed. This privacy notice will be
passed to parents / carers through a specific letter. Parents / carers of new pupils to our schools will be provided with
the privacy notice as part of the admissions process. Our privacy notices can be found in Appendix A.

Information to the School Workforce — the “Privacy Notice”

In order to comply with the fair processing requirements of the DPA, the school will inform all staff of the data it
collects, processes and holds about them, the purposes for which the data is held and the third parties such as the
Local Authority and Department for Education to whom it may be passed. This privacy notice will be passed to staff
through a specific letter. New staff joining our school will be provided with the privacy notice as part of their
contract/induction process. Our School Workforce privacy notice can also be found in Appendix A.

Training and Awareness
All staff will receive data handling awareness / data protection training and will be made aware of their responsibilities,
as described in this policy through:

¢ Induction training for new staff

o Staff meetings / briefings / training days

e Day to day support and guidance from the LA, Entrust, IAOs and ICT Support.

Risk Assessments

Information risk assessments will be carried out by Information Asset Owners to establish the security measures
already in place and whether they are the most appropriate and cost effective. The risk assessment will involve:
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e Recognising the risks that are present;
e Judging the level of the risks (both the likelihood and consequences); and
e Prioritising the risks.

Risk assessments are an on-going process.

Information Classification and Protective Marking

Following incidents involving loss of data, Government has revised the Protective Marking Scheme and as of 2nd April
2014 the Government Security Classifications should be used to indicate the sensitivity of data. All Moor First School
information assets will be classified into one of the following three categories:

NOT PROTECTIVELY MARKED OFFICIAL
Information that is published by the The majority of information that is created or
school, or made available to the public, or that | processed by the school, including that
is freely available. related to routine business operations and

services, some of which could have damaging
consequences if lost, stolen or published in
the media.

These categories are explained in more detail below.

The classification NOT PROTECTIVELY MARKED
This applies only to information that rightly belongs in the public domain. This includes:
¢ information that the school publishes, for example on its website;
e other information that the school makes available to its community or members of the public, even
though it does not routinely publish it;
e other information the school holds that is freely available.
There is no requirement to explicitly mark information with the classification NOT PROTECTIVELY MARKED.

The classification OFFICIAL
All routine business operations and services should be treated as OFFICIAL. The OFFICIAL classification covers
information related to the following:

e the day to day business of the school, service delivery and public finances;

o safety, security and resilience;

e commercial interests, including information provided in confidence and intellectual property;

¢ individual people — personal information that must be protected under the Data Protection Act 1998 or other

legislation (for example, health records).

The word OFFICIAL should be written in capital letters when it is being used as a term to classify information.
There is no requirement to explicitly mark routine OFFICIAL information with its classification. However, it is
acceptable to apply the label in particular circumstances if necessary.

The classification OFFICIAL-SENSITIVE
Some information which falls within the scope of the OFFICIAL classification may need a higher degree of protection
than would normally be applied. This is given a stronger classification. The classification OFFICIAL-SENSITIVE
applies when:

e there could be more serious consequences (for individuals or the school) in the event that the
information is lost, stolen or published in the media; and

o there is a clear and justifiable requirement to restrict access solely to those who have a business need to

know the information and who are within a trusted group.

The OFFICIAL-SENSITIVE classification covers the following:

e particularly sensitive information related to identifiable individuals, where inappropriate access could have
damaging consequences (for example, information related to medical records, to investigations or to
vulnerable individuals);

o commercially sensitive information (for example, related to contracts or financial matters);

¢ information that, if disclosed inappropriately, could compromise the operational effectiveness, internal stability
or security of the school.

The OFFICIAL-SENSITIVE classification also applies to all information which is due to be destroyed.
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The phrase OFFICIAL-SENSITIVE should be written in capital letters when it is being used as a term to classify
information. Information classified as OFFICIAL-SENSITIVE must be clearly and obviously marked.

Further special labels for OFFICIAL-SENSITIVE information
Information in the OFFICIAL-SENSITIVE category may be further classified by one of two labels. In the Government
Security Classifications document, these are called “descriptors”. These descriptors indicate the need for common
sense precautions to limit access to the information. The two labels are as follows:

¢ Inthe case of particularly sensitive information related to identifiable individuals, the additional descriptor
‘PERSONAL’ may be applied. Such information would be marked as OFFICIAL-SENSITIVE [PERSONAL].

e Inthe case of commercially sensitive information, the additional descriptor ‘ COMMERCIAL’ may be applied.
Such information would be marked as OFFICIAL-SENSITIVE [COMMERCIAL].

The use of the descriptors is optional: all information classified as OFFICIAL-SENSITIVE must be labelled, but it is
not mandatory to add one of the descriptors. The descriptors should be written in capital letters and used only in
conjunction with the OFFICIAL-SENSITIVE classification: they should never be used on their own or with any other
classification.

Information combined from different sources

When information assets are gathered together from different sources, it may be the case that the individual items
have different security classifications. In these cases, the overall collection of documents or files must carry the
highest level of classification from the individual items. For example, if OFFICIAL-SENSITIVE information is combined
with NOT PROTECTIVELY MARKED information, the overall collection of information would adopt the classification
OFFICIAL-SENSITIVE and would need to be clearly marked to show that fact.

Additional guidance

Most pupil or staff personal data that is used within educational institutions will come under the OFFICIAL
classification. However some data e.g. the home address of a child at risk will be marked as OFFICIAL-SENSITIVE.
The school will ensure that all school staff, independent contractors working for it, and delivery partners, comply with
restrictions applying to the access to, handling and storage of data classified as OFFICIAL or higher.

When information is acquired or created, consideration must be given to how it should be classified.

All information classified as OFFICIAL-SENSITIVE must be clearly and obviously marked with its classification, and
any additional descriptors (as described above) should be added if appropriate.

Consideration should be given to whether or not OFFICIAL information needs to be marked with its classification. For
example, if it is considered necessary to draw attention to the fact that the information would not be expected to
appear in the public domain, the OFFICIAL marking should be applied.

All documents (manual or digital) that are to be marked with a classification will be labelled clearly with the
wording “DOCUMENT CONTROL.:” in the footer accompanied by the appropriate classification, i.e.
“DOCUMENT CONTROL: OFFICIAL-SENSITIVE”.

Below are some examples of document control classifications for typical data processed in school.

Typical Information Document Control

School term times, holiday, training days, the Most of this information will fall into the NOT
curriculum, sports events and results, extra- PROTECTIVELY MARKED category.
curricular activities, displays of pupils work,
lunchtime menus, extended services, parent
consultation, homework and resources,
school prospectus.

School life and events

Learning and
achievement

Information on how parents can support their
individual child’s learning, academic
achievement, assessments, attainment,
progress with learning, behaviour, PLPs.

Most of this information will fall into the
OFFICIAL category. There may be learners
whose personal data requires an OFFICIAL-
SENSITIVE marking, e.g. the home address
of a child at risk.

Safeguarding

Information pertinent to child protection
issues

Most of this information will fall into the
OFFICIALSENSITIVE category, as it should
only be accessed on a “need-to-know” basis.

Information must be stored securely in order to prevent unauthorised access. Stored information should be
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appropriately backed up to protect it against loss.

Access to information classified as OFFICIAL and OFFICIAL-SENSITIVE must be limited to those authorised to view
it. Access must be granted only to those who require it in order to perform their jobs. OFFICIAL and OFFICIAL—
SENSITIVE information must always be protected against unauthorised access. This means that users must be
required to supply a user name and password, or equivalent, in order to gain access to the information.

Documents must also be securely destroyed after use, e.g. cross shredded. Destruction markings should also be
included in the footer i.e. “Securely destroy after use”.

Information that is protectively marked must keep its protective marking when it is printed, copied or transferred to
portable media. Protectively marked information should be printed, copied or transferred to portable media only when
necessary. All protectively marked information in portable form must be protected in transit and stored securely; it
must not be left unattended without protection. For advice on encryption please contact a member of the ICT Team.

Below are some examples of different uses of technology and protective marking for typical data processed in school.

Typical Information

The Technology

Notes on Protect Markings

achievement

progress with learning, learning
behaviour, how parents can
support their child’s learning,
assessments, attainment,
attendance, individual and
personalised curriculum and
educational needs.

logging on to a system that
provides them with appropriately
secure access, such as a
Learning Platform or portal, or by
communication to a personal
device or email account
belonging to the parent.

School life School terms, holidays, training Common practice is to use
and events days, the curriculum, extra- publically accessible technology Most of this information will fall
curricular activities, events, such as school websites or into the NOT PROTECTIVELY
displays of pupils work, lunchtime | portal, MARKED category
menus, extended services, emailed newsletters, subscription
parent consultation events. text services.
Learning Individual pupil academic, social Typically schools will make Most of this information will fall
and and behavioural achievements, information available by parents into the OFFICIAL category.

There may be pupils whose
personal data requires an
OFFICIAL-SENSITIVE marking.
For example, the home address
of a child at risk. In this case, the
school may decide not to make
this pupil record available in this
way.

Messages
and alerts

Attendance, behavioural,
achievement, sickness, school
closure, transport arrangements,
and other information

that it may be important to inform
or contact a parent about as soon
as possible. This may be
particularly important when it is
necessary to contact a parent
concerning information that may
be considered too sensitive to
make available using other online
means.

Email and text messaging are
commonly used by schools to
contact and keep parents
informed. Where parents are
frequently accessing information
online then systems e.g. Learning
Platforms or portals, might be
used to alert parents to issues via
dashboards of information, or be
used to provide further detail and
context.

Most of this information will fall
into the OFFICIAL category.
However, since it is not practical
to encrypt email or text
messages to parents, schools
should not send detailed
personally identifiable
information. General,
anonymous alerts i.e. about
school closures would fall into
the NOT PROTECTIVELY
MARKED category.

Data Gathering

All personal data relating to staff, pupils or other people with whom we have contact, whether held on computer or in
paper files, are covered by the DPA.

Only relevant personal data may be collected and the person from whom it is collected should be informed of the
data’s intended use and any possible disclosures of the information that may be made.

Digital images, such as photographs from digital cameras and scanned images, especially where pupils can be
identified are also covered by the DPA.

Secure Storage of and Access to Data

The school will ensure that ICT systems are set up so that the existence of protected files is hidden from unauthorised
users and that users will be assigned a clearance that will determine which files are accessible to them. Access to

protected data will be controlled according to the role of the user. Members of staff will not, as a matter of course, be
granted access to the whole management information system.
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All users will use strong passwords which must be changed regularly (for more details see the ICT Security Policy).
User passwords must never be shared.

Personal data may only be accessed on machines that are securely password protected. Any device that can be used
to access data must be locked if left (even for very short periods).

All storage media must be stored in an appropriately secure and safe environment that avoids physical risk, loss or
electronic degradation.

Personal data can only be stored on school equipment (this includes computers and portable storage media). Private
equipment (i.e. owned by staff) must not be used for the storage of personal data.

When personal data is stored on a portable computer system:
e the data must be encrypted and password protected,
e the device must be password protected,
e the device must offer approved virus and malware checking software, and
e the data must be securely deleted from the device, once it has been transferred or its use is complete.

When personal data is stored on a USB memory stick or any other removable media:
e the media must be encrypted

Whilst any USB memory sticks may be used on school systems for the reading of data, data from school systems will
only be writeable to school owned and encrypted USB memory sticks.

Our school has clear procedures for the automatic backing up, accessing and restoring of all data held on school
systems, including off-site backups.

The school has a clear policy regarding the use of “Cloud Based Storage Systems” and is aware that data held in
remote and cloud storage is still required to be protected in line with the DPA. The school will ensure that it is satisfied
with controls put in place by remote / cloud based data services providers to protect the data. For more information
see “Use of Cloud Services” in this policy.

As a Data Controller, we are responsible for the security of any data passed to a “third party”. Data Protection clauses
will be included in all contracts where data is likely to be passed to a third party.

All paper based OFFICIAL and OFFICIAL-SENSITIVE material must be held in lockable storage, whether on or off
site.

Subject Access Requests

The school recognises that under Section 7 of the DPA, data subjects have a number of rights in connection with their
personal data, the main one being the right of access. Any person whose details are held by our school is

entitled, under the DPA, to ask for a copy of all information held about them (or a child for which they are responsible).
Data subjects have the right to know: if the data controller holds personal data about them; a description of that data;
the purpose for which the data is processed; the sources of that data; to whom the data may be disclosed; and a copy
of all the personal data that is held about them. Under certain circumstances the data subject can also exercise rights
in connection with the rectification; blocking; erasure and destruction of data.

If our school receives a written request from a data subject to see any or all personal data that the school holds
about them this should be treated as a Subject Access Request and the school will respond within the 20 day
deadline. It should be noted that Subject Access Requests may not be made during school holidays or in the period
of 20 days prior to the school‘s holidays.

When providing the information, the school must also provide a description of why the information is processed,
details of anyone it may be disclosed to and the source of the data.

Informal requests to view or have copies or personal data will be dealt with wherever possible at a mutually
convenient time but, in the event of any disagreement over this, the person requesting the data will be instructed to
make their application in writing and the school will comply with its duty to respond within the 20 day time limit.

Data Disclosures
Personal data will only be disclosed to organisations or individuals for whom consent has been given to receive the
data, or organisations that have a legal right to receive the data without consent being given.
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When requests to disclose personal data are received by telephone it is the responsibility of the school to ensure the
caller is entitled to receive the data and that they are who they say they are. It is advisable to call them back, to ensure
the possibility of fraud is minimised.

If a personal request is made for personal data to be disclosed it is again the responsibility of the school to ensure the
caller is entitled to receive the data and that they are who they say they are. If the person is not known personally,
proof of identity should be requested.

Requests from parents or children for printed lists of the names of children in particular classes should be politely
refused as permission would be needed from all the data subjects contained in the list.

Personal data will not be used in newsletters, websites or other media without the consent of the data subject.

Personal data will only be disclosed to Police Officers if they are able to supply a Personal Data Request Form which
notifies of a specific, legitimate need to have access to specific personal data.

A record should be kept of any personal data disclosed so that the recipient can be informed if the data is later found
to be inaccurate.

Data Checking

Our school will issue regular reminders to staff and parents to ensure that personal data held is up-to-date and
accurate. Any errors discovered will be rectified and, if the incorrect information has been disclosed to a third party,
any recipients informed of the corrected data.

Secure Transfer of Data and Access out of School

The school recognises that personal data may be accessed by users out of school, or transferred to the LA or other
agencies. In these circumstances:

e Users may not remove or copy OFFICIAL or OFFICIAL-SENSITIVE personal data from the school or
authorised premises without permission and unless the media is encrypted and password protected and is
transported securely for storage in a secure location.

o Users must take particular care that computers or removable devices which contain personal data must not be
accessed by other users (e.g. family members) when out of school.

e When OFFICIAL or OFFICIAL-SENSITIVE personal data is required by an authorised user from outside the
organisation’s premises (for example, by a member of staff to work from their home), they should preferably
have secure remote access systems (i.e. the management information system).

e If secure remote access is not possible, users must only remove or copy personal or sensitive data from the
organisation or authorised premises if the storage media, portable or mobile device is encrypted and is
transported securely for storage in a secure location.

o Users must protect all portable and mobile devices, including media, used to store and transmit personal
information using approved encryption software.

e Particular care should be taken if data is taken or transferred to another country, particularly outside Europe
and advice should be taken from the local authority/legal services in this event.

Use of Cloud Services

When using any cloud based services, the school will ensure that we meet all of our obligations under the

DPA, ensuring full compliance with the eight Data Protection Principles. Whilst school and pupil data may be stored
and controlled in the cloud by a supplier, responsibility for all areas of data protection compliance still rests with the
school.

The school uses the Microsoft Office 365 cloud service. This service provides email, calendars, file storage and
more for both pupils and staff.

Below is a list of questions that the school considered the responses to when selecting our preferred cloud services
provider. The answers to these questions from Microsoft can be found in Appendix A.

e Where is the data stored?

e How often is the data backed up?

Owner: SJ Mayes - Updated May 2021



Does the service provider have a clear process for recovering data?

How does the service provider protect your privacy?

Who owns the data that you store on the platform?

Who has access to the data?

Is personal information shared with anyone else?

Does the service provider share contact details with third party advertisers? Or serve users with ads?
What steps does the service provider take to ensure that your information is secure?

How reliable is the system?

What level of support is offered as part of the service?

As of October 2014 the Department for Education (DfE) and Information Commissioners Office (ICO) created a self-
certification framework for cloud service providers. Schools are able to use the checklists to support their assessment
of the extent to which the cloud services from a particular supplier meet their educational, technical and commercial
needs in a DPA-compliant manner. The Microsoft response to the self-certification framework can be found in
Appendix A and demonstrates that the Office 365 cloud service allows our school to meet their obligations under the
Data Protection Act.

Remote Learning / Meetings

¢ On some occasions, staff may contact families through Microsoft Teams and may deliver some group reading
/ maths / phonics sessions / writing sessions / etc. via this method too. This is dependent on GDPR
permissions being provided to the school.

e Teachers may share examples of good work on Seesaw and Tapestry in line with GDPR permissions
provided.

¢ Staff and Governors may use Microsoft Teams or Zoom to conduct meetings in compliance with GDPR
guidelines.

e If sessions are to be recorded this must be agreed by all the participants.

Brexit

The school will ensure that it will comply with any new legislation (if relevant) put into place following Brexit.

Disposal of Data

The school will comply with the requirements for the safe destruction of personal data when it is no longer required.
The disposal of personal data, in either paper or electronic form, must be conducted in a way that makes
reconstruction highly unlikely. Electronic files must be securely overwritten, in accordance with government guidance
and other media must be shredded, incinerated or otherwise securely destroyed.

Related Policies

This policy should be read in conjunction with the following policies:-
Online Safety Policy
Technical Security Policy

Remote Learning Policy

Review

This policy will be reviewed annually, or more regularly in the light of any significant new developments or in response
to changes in guidance.

Appendix A: Privacy Notices

The following pages contain:
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Privacy Notice: Pupils — Moor First School;

Privacy Notice: The School Workforce.

Appendix B: Microsoft Privacy Statement (including Office 365)
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