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Introduction 

New technologies have become integral to the lives of children and young people in 

today’s society, both within schools and in their lives outside school. The internet and 

other digital information and communications technologies are powerful tools, which 

open up new opportunities for everyone. These technologies can stimulate discussion, 

promote creativity and stimulate awareness of context to promote effective learning. 

Young people should have an entitlement to safe internet access at all times.  Protecting 

Moor First’s data, digital infrastructure, and online environment requires all staff, 

governors, volunteers, contractors and authorised users to act responsibly and in line 

with updated 2025–2026 statutory expectations. This includes compliance with the 

Department for Education (DfE) Digital and Technology Standards, Cyber Security 

Standards, Filtering and Monitoring Standards, and current UK GDPR obligations. 

   

 

Purpose:   

 

This Acceptable Use Policy establishes the behaviours, technical controls, governance 

duties, and user responsibilities necessary to:  

 

• Safeguard all school and trust information systems, devices, and data.  

• Meet DfE expectations for cyber security, network management, filtering, monitoring, 

and secure data handling.  

• Reduce risks associated with cyber-attacks, data breaches, insider threats and misuse 

of technology.  

• Support compliance with UK GDPR, the Data Protection Act 2018, and the Data (Use 

and Access) Act 2025.  

• Ensure safe use of online systems and digital tools by staff, pupils and other authorised 

users. 

 

User responsibilities  

All users MUST:  

✓ Read and comply with this policy before accessing CFLP systems.  

✓ Complete mandatory annual cyber security, safeguarding and data protection training.  

✓ Follow trust procedures for reporting incidents, suspected breaches or unsafe digital 

behaviour.  

✓ Use school systems only for authorised and lawful purposes.  

✓ Protect passwords, accounts, and devices in line with trust security standards.  

 

Users MUST NOT:  

X Attempt to bypass filters, monitoring tools, or security controls.  

X Access or share information they are not authorised to view.  

X Introduce unsupported devices, unapproved software, or unsafe digital tools.  

X Use AI tools to process personal or sensitive pupil data without authorisation. 
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Acceptable Use Policy Agreement    

  

I understand that I must use school ICT systems in a responsible way, to ensure that 

there is no risk to my safety or to the safety and security of the ICT systems and other 

users.   

 

For my own personal safety:   

 I understand that the school will monitor my use of the ICT systems, email and 

other digital communications.  

 I will treat my username and password like my toothbrush – I will not share it, nor 

will I try to use any other person’s username and password.   

 I will be aware of “stranger danger”, when I am communicating on-line.   

 I will not disclose or share personal information about myself or others when 

online.   

 I will immediately report any unpleasant or inappropriate material or messages 

or anything that makes me feel uncomfortable when I see it on-line.   

 

I understand that everyone has equal rights to use technology as a resource and:  

 I understand that the school ICT systems are primarily intended for educational 

use and that I will not use the systems for personal or recreational use unless I 

have permission to do so.    

 I will not try (unless I have permission) to make large downloads or uploads that 

might take up internet capacity and prevent other users from being able to carry 

out their work.    

 I will not use the school ICT systems for on-line gaming, on-line gambling, 

internet shopping, file sharing, or video broadcasting (e.g. YouTube), unless I have 

permission of a member of staff to do so.   

 I will not steal, disable or cause any damage to school equipment, or the 

equipment belonging to others.   

 

I will act as I expect others to act toward me:   

 I will respect others’ work and property and will not access, copy, remove or 

otherwise alter any other user’s files, without the owner’s knowledge and 

permission.    

 I will be polite and responsible when I communicate with others, I will not use 

strong, aggressive or inappropriate language and I appreciate that others may 

have different opinions.   

 I will not take or distribute images of anyone without their permission.    

 

I recognise that the school has a responsibility to maintain the security and integrity of 

the technology it offers me and to ensure the smooth running of the school:    
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 I will only use my personal hand held/external devices (mobile phones / USB 

devices etc.) in school if I have permission.  I understand that, if I do use my own 

devices in school, I will follow the rules set out in this agreement, in the same 

way as if I was using school equipment.    

 I understand the risks and will not try to upload, download or access any 

materials which are illegal or inappropriate or may cause harm or distress to 

others, nor will I try to use any programmes or software that might allow me to 

bypass the filtering / security systems in place to prevent access to such 

materials.  

 I will immediately report any damage or faults involving equipment or software, 

however this may have happened.   

 I will not open any attachments to emails, unless I know and trust the 

person/organisation who sent the email, due to the risk of the attachment 

containing viruses or other harmful programmes.    

 I will not install or attempt to install programmes of any type on a machine, or 

store programmes on a computer, nor will I try to alter computer settings.    

 I will only use chat and social networking sites with permission and at the times 

that are allowed   

 

When using the internet for research or recreation, I recognise that:   

 I should ensure that I have permission to use the original work of others in my 

own work  

 Where work is protected by copyright, I will not try to download copies (including 

music and videos)   

 When I am using the internet to find information, I should take care to check that 

the information that I access is accurate, as I understand that the work of others 

may not be truthful and may be a deliberate attempt to mislead me.   

 

I understand that I am responsible for my actions, both in and out of school:   

 I understand that the school also has the right to take action against me if I am 

involved in incidents of inappropriate behaviour, that are covered in this 

agreement, when I am out of school and where they involve my membership of 

the school community (examples would be cyber-bullying, use of images or 

personal information).   

 I understand that if I fail to comply with this Acceptable Use Policy Agreement, I 

will be subject to disciplinary action. This may include loss of access to the school 

network/internet, suspensions, contact with parents and in the event of illegal 

activities involvement of the police.   
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Acceptable use of the school’s computing facilities and the internet: agreement for 

governors, volunteers and visitors 

Name of staff member/governor/volunteer/visitor: 

This Acceptable Use Agreement is intended to support the online safety of Moor First and individual 

staff and volunteers through:  

 Staff and volunteers acting responsibly to stay safer while online and being good role 

models for younger users.  

 Effective systems being in place for the online safety of all users and the security of 

devices, systems, images, personal devices and data.  

 Staff and volunteers being aware of how they can protect themselves from potential risk 

in their use of online technologies.  

 

The term “professional” is used to describe the role of any member of staff, volunteer or responsible 

adult.  

For my professional and personal safety, I understand that:  

 I should ensure that my on-line activity does not compromise my professional 

responsibilities, nor bring Moor First into disrepute.  

 My use of technology could be monitored.  

 When communicating professionally I will use the technology provided by school (e.g. 

email). These rules also apply when using school’s technology at home or away from 

school premises. 

 Personal use of school’s technology is only acceptable with permission.  

For the safety of others:  

 I will not access, copy, remove or otherwise alter any other user’s files, without 

authorisation.  

 I will communicate with others in a professional manner.  

 I will share others personal data only with their permission.  

 I understand that any images I publish will be with the owner’s permission and follow 

the schools code of practice.  

 I will only use the school’s equipment to record any digital and video images, unless I 

have permission to do otherwise.  

Appendix 1 – Staff, Governors and Volunteers 
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For the safety of Moor First, I understand that:  

 I will not try to access anything illegal, harmful or inappropriate.  

 It is my responsibility to immediately report any illegal, harmful or inappropriate 

incident.           

 I will not share my online personal information (e.g. social networking profiles) with 

any pupils and young people in my care.  

 I will not deliberately bypass any systems designed to keep Moor First safer.  

 I will only transport, hold, disclose or share personal information about myself or others, 

as allowed by the personal data policies of Moor First. Where personal data is 

transferred, externally, it must be encrypted.  

 I understand that data protection policy requires that any personal data to which I have 

access, will be kept private and confidential, except when it is deemed necessary that I 

am required by law or school policy to disclose such information to an appropriate 

authority.  

 Personal passwords and those of other users should always be confidential.  

 I will not download anything that I do not have the right to use.  

  I will only use my personal device if I have permission and use it within the agreed 

rules.  

 I will inform the appropriate person if I find and damage or faults with technology.  

 I will not attempt to install programmes of any type on any device belonging to school, 

without permission.  

I have read and understand the Acceptable Use Policy and agree to use School’s technology and my 

own devices when carrying out communications related to school within these guidelines. I 

understand that if I fail to comply with this Acceptable Use Policy Agreement, I could be subject to 

disciplinary action.  

Signed: 

 

Date: 

Appendix 2 – Letter To Parents 
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Dear Parents / Carers  

 

As part of their learning and development, your child will have the opportunity to access 

a wide range of digital technologies, including computers, tablets and cameras. We 

recognise the value of using these digital technologies and the potential risks involved. 

We therefore have rigorous online safety policies and procedures in place.  

 

In order to support us further in developing your child’s knowledge and understanding 

about online safety, please read the “Pupil Acceptable Use Rules” attached and discuss 

these with your child. We then ask you to ‘sign’ and return the slip. We understand that 

some children are too young to give informed consent on his/her own; however, we feel 

it is good practice to involve them as much as possible in the decision-making process, 

and believe a shared commitment is the most successful partnership.   

 

Hopefully you will find these rules provide an opportunity for further conversations 

between you and your child about safe and appropriate use of online and digital 

technologies, both in and outside of school.  

 

Should you wish to discuss the matter further, please do not hesitate to contact me.  

 

Yours sincerely  

 

 

Mrs V Atherton 

 

      Head Teacher 
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Acceptable Use Agreement for Parents/ Carers on behalf of pupils 

Name of Child: 

Pupil Acceptable Use Rules 

To stay safe when we use computers:  

 

 I will ask an adult if I want to use a computer. 

 I will only use activities that an adult has told or allowed me to use.  

 I will take care of the computer and other equipment  

 I will ask for help from an adult if I am not sure what to do or think I have done 

something wrong.  

 I will tell an adult/a leader if I see something that upsets me on the screen. I 

know that if I break the rules I may not be allowed to use the computer.  

 

Parental Agreement 

As a parent / carer I have read and discussed the acceptable use rules with my child and 

confirm that he/she has understood what the rules mean.  

I give permission for my child to use the online and digital technologies. 

I understand that the school will take all reasonable precautions to ensure that my child 

will be safer when online, however, I understand that this manages risk but cannot 

eliminate it.  

I understand that the school will take appropriate action in the event of any incidents.  

I will encourage my child to adopt safe use of online and digital technologies, both 

within and outside school.  

Name of parent/Carer: 

 

Signed: Date: 

Appendix 3 – Acceptable Use Agreement for Parents/ Carers on behalf of pupils 
 


